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MISP Project is a completely open collaborative effort to support analysts and organisations in all efforts related
to information sharing and threat intelligence.

The project includes a range of open source software, composed of a threat intelligence

platform with sharing capabilities, expansion modules, advanced API capabilities and situational awareness tools.

It also includes a comprehensive intelligence library and knowledge base acting as reference material for
common taxonomies and classifications, threat-actors, complex intelligence models and common false-positive warning libraries. M Isp
Furthermore, the project a set of open , of which the Threat Sharing

reference implementation is MISP itself, designed to be freely reused by communities developing their own software and tools.
In addition, the MISP project releases a set of best practises that can be used as guidelines meant
to support closed, semi-open and open sharing communities.
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e
about CIRCL

The Computer Incident Response Center Luxembourg (CIRCL) is a
government-driven initiative designed to provide a systematic
response facility to computer security threats and incidents. CIRCL is
the CERT for the private sector, communes and non-governmental
entities in Luxembourg and is operated by securitymadein.lu g.i.e.




MISP and CIRCL

e CIRCL is mandated by the Ministry of Economy and acting as the
Luxembourg National CERT for private sector.

e CIRCL leads the development of the Open Source MISP threat
intelligence platform which is used by many military or intelligence

communities, private companies, financial sector, National CERTs
and LEAs globally.

e CIRCL runs multiple large MISP communities performing
active daily threat-intelligence sharing.

Co-financed by the European Union

g Connecting Europe Facility




MISP information sharing communities

The largest community, operated by CIRCL, includes more than 950
organisations:

National/Governmental /Military CSIRTs

NATO (NCIRC and NICP)

ISACs/ISAOs (Information Sharing and Analysis Center)
along with many large private organisations

security researchers and SMEs in the ICT field

security vendors

On average 2500 indicators with threat-actor context are being
shared each week within some MISP communities, which is used
by National CERTs and other organisations worldwide to coordinate
collaborative analysis of high level threats, including EU institutions

and member states.
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MISP and starting from a practical use-case

e During a malware analysis workgroup in 2012, we discovered that
we worked on the analysis of the same malware.

e \We wanted to share information in an easy and automated way to
avoid duplication of work.

e Christophe Vandeplas (then working at the CERT for the Belgian
MoD) showed us his work on a platform that later became MISP.

e A first version of the MISP Platform was used by the MALWG and

the increasing feedback of users helped us to build an improved
platform.

e MISP is now a community-driven development lead by CIRCL.
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Development based on practical user feedback

e There are many different types of users of an information sharing

platform like MISP:

o Malware reversers willing to share indicators of analysis with
respective colleagues.

o Security analysts searching, validating and using indicators in
operational security.

o Intelligence analysts gathering information about specific adversary
groups.

o Law-enforcement relying on indicators to support or bootstrap their
DFIR cases.

o Risk analysis teams willing to know about the new threats,
likelyhood and occurences.

o Fraud analysts willing to share financial indicators to detect financial
frauds.
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MISP model of governance

GitHub/Gitter Issues MISP user-groups (10)

MISP features and future development «——> MISP project core team

MISP Summit {/year)

MISP Trainings (5-8) I Experimental features
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MISP features

5D,

MIS

Threat Sharing

e MISP! is a free & open source threat information sharing software.

e MISP has a host of functionalities that assist users in creating,
collaborating & sharing threat information - e.g. flexible sharing
groups, automatic correlation, free-text import helper, event
distribution & proposals.

e Many export formats which support IDSes / IPSes (e.g. Suricata,
Bro, Snort), SIEMs (eg CEF), Host scanners (e.g. OpenlOC,
STIX, CSV, yara), analysis tools (e.g. Maltego), DNS policies (e.g.
RPZ) or financial AML format (e.g. goAML).

o Jhttps://github. com/MISP/MISP



https://github.com/MISP/MISP

Communities using MISP

e Communities are groups of users sharing within a set of common
objectives/values.

e CIRCL operates multiple MISP instances with a significant user
base (more than 950 organizations with more than 1900 users).

e Trusted groups running MISP communities in island mode (air
gapped system) or partially connected mode.

e Financial sector (banks, ISACs, payment processing
organizations) use MISP as a sharing mechanism.

e Military and international organizations (NATO, military
CSIRTs, n/g CERTSs,...).

e Security vendors running their own communities (e.g. Fidelis) or
interfacing with MISP communities (e.g. OTX).

10 of 21



MISP core distributed sharing functionality

e MISPs core functionality is sharing, where everyone can be a
consumer and/or a contributor/producer.

e Quick benefit without the obligation to contribute.
e Low barrier access to get acquainted to the system.

Initial event

Event with
contributed aftributes
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Supporting classification

e Tagging is a simple way to attach a classification to an event or an
attribute.

e Classification must be globally used to be efficient.

e MISP includes a flexible tagging scheme where users can select
from more than 72 existing taxonomies
taxonomy.

2 or create their own
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https://www.misp-project.org/taxonomies.html

Correlation features: a tool for analysts

event: (9316) M2M - Malspam: Ursnif Malware. “
event: (9361) M2M,Malspam: Ursnif Malware.
event: (9659) Malware C2-(Nymaim)
event; (10548) OSINT - Gozi ISFB Remains Activ.
B event; (9419) M2M - Malspam: Ursnif Malware.
attritle: 193.107.99.167
- attribute: 78.40.130.73
ise
) Fake Telekom invoice malicious
a attribute; 62.100.255.25 " event: (11205) Malicious Network Activity 18/21 attributer 188.138.1
tag; tip:gite attribute: 151.237.138.38
0: figiSpam
tag: Nymaim
18401 Potwierdzenie transakcit 7085... V"t (10777 Nymaim €2 event: (10107) M2M - Malspam: Ursnif Malware.

e To corroborate a finding (e.g. is this the same campaign?),
reinforce an analysis (e.g. do other analysts have the same
hypothesis?), confirm a specific aspect (e.g. are the sinkhole IP
addresses used for one campaign?) or just find if this threat is
new or unknown in your community.
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Sightings support

e Sightings allow users to notify the

vems community about the activities related
Sightings = . .
e clicL:gz(zuﬁ-oua|s:17:55) € to an |nd|CatO|’_
womemsee . e In recent MISP versions, the sighting
W et GRS e system supports negative sigthings (FP)
(0/0i0) . . . .

o and expiration sightings.

ST RO * Sightings can be performed via the API,
1 Sighting Details W and the UI

S e Many use-cases for scoring indicators

based on users sighting.
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False-positive handling

® You might often fall into the trap of discarding seemingly " junk”
data

e Besides volume limitations (which are absolutely valid, fear of
false-positives is the most common reason why people discard
data) - Our recommendation:

o Be lenient when considering what to keep
o Be strict when you are feeding tools

e MISP allows you to filter out the relevant data on demand
when feeding protective tools

e \What may seem like junk to you may be absolutely critical to other
users
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False-positive handling

e Analysts will often be interested in the modus operandi of threat
actors over long periods of time

e Even cleaned up infected hosts might become interesting again
(embedded in code, recurring reuse)

e Use the MISP warning-list feature to eliminate obvious false
positives instead and limit your data-set to the most relevant sets

Warning: Potential false positives

List of known IPv4 public DNS resolvers
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Sharing Attackers Techniques

e MISP integrates at event or attribute level MITRE's Adversarial
Tactics, Techniques, and Common Knowledge (AT T&CK).
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Conclusion

¢ Information sharing practices come from usage and by
example (e.g. learning by imitation from the shared information).

e Enabling users and organisations to customize MISP to meet their
community's use-cases.

e CIRCL welcomes partnerships to improve MISP and build new
information sharing communities.
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Contact

e Getting started with building a new community can be daunting or
want to provide feedback about MISP, don't hesitate to contact us:

e Contact: info@circl.lu
e https://www.circl.lu/

e https://github.com/MISP -
https://twitter.com/MISPProject

e https://github.com/CIRCL
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