
TLP:WHITE

CRUISING OCEAN THREAT 
WITHOUT SINKING 
 
USING THEHIVE, CORTEX & MISP

BSIDES LISBON / 2018-11-29

Saâd Kadhi, Leader  
TheHive Project 

https://thehive-project.org/


OVERVIEW



THEHIVE PROJECT

DRIVE THE TIME TO DETECT 
& REACT

CONTRIBUTE TO THE 
COMMUNITY

GOALS

ALERT/EVENT COLLECTION

AUTOMATION

HOW

COLLABORATION

CYBER THREAT 
INTELLIGENCE

INCIDENT RESPONSE

WHAT (TOOLS)

DIGITAL FORENSICS

WHAT (TAKE TWO)

SYNAPSE

LIBRARIES

‘FEEDERS’

THEHIVE CORE TEAM 
(6 MEMBERS)

A LARGE COMMUNITY 
(SOC/CSIRT/CERT)

WHO

OCT 2014 (PRIVATE VERSION)

NOV 2016 (FLOSS)

SINCE WHEN

FEB 2017 (CORTEX)

AGPL 
V3



WITHIN THE SANS 6 STEPS PROCESS

 DETECTION 
& 

IDENTIFICATION
CONTAINMENT ERADICATION RECOVERY LESSONS 

LEARNED

PREPARATION



▸ SIRP / SOAR 

▸ collaborate in real-time 

▸ Fully customisable dashboards : track activity, follow KPIs… 

▸ Use Cortex for at-scale analysis & active response 

▸ Leverage MISP for CTI functions 

▸ Multiple auth methods (LDAP, AD, OAuth 2, API keys…) 

▸ Webhook support



▸ Observable analysis & active response engine 

▸ Analyze using the Web UI or through the REST API 

▸ Respond & take action 

▸ Use Python (or other languages) to write your own 

▸ TheHive can leverage multiple Cortex instances 

▸ Use MISP for additional analysis possibilities

101 ANALYZERS



▸ The de facto standard for threat sharing 

▸ Threat intelligence collection, sanitisation & dissemination 

▸ Correlation & intelligence storage 

▸ Supports tagging, galaxies, objects, taxonomies such as ATT&CK, & 
much more 

▸ Can be highly automated 

▸ TheHive can import from or export to multiple MISP instances 

▸ Tightly integrated with Cortex for indicator enrichment

OR BOTH AT THE SAME 
TIME
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INTEGRATION
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MISP && THEHIVE

▸ The MISP event used to create the case will feed new 
observables when new attributes are added to it 

▸ When you add observables to your case during your 
investigation, only those flagged as IOCs can be shared back to 
the MISP event you used to create your case  

▸ If its sync user cannot write to that event (different org for ex.),  
TheHive will create an extended event 

▸ You can also create a new event on as many instances as you’d 
like

MIND THE 
INTERVAL (1H BY 

DEFAULT)

AS LONG 
AS YOU DON’T MERGE 

CASES

http://www.misp-project.org/2018/04/19/Extended-Events-Feature.html


EXTENDED EVENTS
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MISP && THEHIVE
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BUT THERE’S MORE TO IT

▸ TheHive can monitor the connection ‘health’ of all the 
MISP and Cortex instances it is connected with 

▸ You can tailor MISP settings in TheHive in several ways

MAX JSON SIZEORG BLACKLIST IMPORT/EXPORT/ 
(OR BOTH)

MAX ATTRIBUTES 
PER EVENT

AGE OF THE LAST 
PUBLICATION DATE TAG BLACKLISTTAG WHITELIST*

* Introduced in TheHive 3.2.0



UPCOMING FEATURES

▸ TheHive 4.1 ~ Q2 2019 

▸ Replace Elasticsearch with a GraphDB 

▸ Share sightings with MISP 

▸ Add support for MISP objects 

▸ TheHive 4.3 ~ Q4 2019 

▸ Add taxonomy (such as ATT&CK) support 



TRY THE TRIO



▸ TheHive, Cortex and MISP are available under a, free, open 
source AGPLv3 license 

▸ TheHive and Cortex can be installed using RPM, DEB, 
Docker image, binary package or built from the source code 

▸ MISP can be installed using Vagrant, VM, Docker image or 
built from the source code 

▸ You can try TheHive, Cortex & MISP using the training VMs 

▸ NEW: combined training VM with TheHive, Cortex and MISP

https://thehive-project.org/
https://misp-project.org/
https://www.circl.lu/misp-training-images/


ADDITIONAL SOFTWARE FROM THEHIVE PROJECT & MISP PROJECT

▸ AIL - Analysis Information Leak Framework by CIRCL with support for 
TheHive alert creation 

▸ TheHive4Py - Python lib to create alert/case from multiple sources 

▸ Cortex4py - Python lib to submit observables in bulk mode through 
the Cortex REST API from alternative SIRP platforms & custom scripts 

▸ DigitalShadows2TH - TheHive Alert Feeder for Digital Shadows  

▸ Zerofox2TH - TheHive Alert Feeder for Zerofox 

▸ Synapse - Meta Alert Feeder with custom workflows. Currently 
supports Exchange, O365 & QRadar

https://github.com/CIRCL/AIL-framework
https://github.com/CERT-BDF/TheHive4py
https://github.com/CERT-BDF/Cortex4py
https://github.com/TheHive-Project/DigitalShadows2TH
https://github.com/TheHive-Project/Zerofox2TH
https://github.com/TheHive-Project/Synapse


ADDITIONAL SOFTWARE FROM THE COMMUNITY

▸ FireEye2TH - FireEye iSIGHT Alert Feeder for TheHive by LDO-CERT 

▸ Elastalert Hive Alerter - use a custom Elastalert Alert to create alerts. 
contributed by Nclose 

▸ Email Feeder - feed emails as alerts to TheHive, contributed by Xavier Mertens 
(SANS ISC) 

▸ qradar2thehive - automatically create cases out of QRadar offenses, 
contributed by Pierre Barlet 

▸ TheHive DXL Python Service - Access TheHive API via the Data Exchange 
fabric 

▸ Go-cortex-analyzers - Additional analyzers written in GO by Rostelecom CERT

https://github.com/LDO-CERT/FireEye2TH
https://github.com/Nclose-ZA/elastalert_hive_alerter
https://github.com/pierrebarlet/qradar2thehive
https://www.opendxl.com/filebase/index.php?file/92-thehive-dxl-python-service/
https://github.com/Rostelecom-CERT/go-cortex-analyzers


THANK YOU FOR YOUR ATTENTION 
SEE YOU NEXT WEEK AT BOTCONF & THE WEEK AFTER AT CIRCL 

https://www.botconf.eu
https://en.xing-events.com/SVDOZWV.html

